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Encrypt IP

ipecrypt is an application to encrypt the HDL IP. An IP author provides the information to
protect IP through protect directives. The author can target a set of tools for encrypted IP.
The author requires public key information for each tool.

Download

The ipecrypt is available for download at:
https://ipencrypter.com/downloads/hdl-ip-encrypter-tools.

For license proxy and decryption products conforming to the “IEEE Std 1735™-2023 visit:
https://ipencrypter.com

ipecrypt command syntax for encryption

The basic command for encryption is:

ipecrypt --infile <input> --outfile <output>

Complete list of arguments:

-h [ --help ] produce help message

-I [ --infile ] arg input file to encrypt

-0 [ --outfile ] arg output file encrypted

-F [ --force ] force overwrite

-D [ --directive ] arg directives file; directives from the file will be used for encryption. Use

YAML (.yaml), JSON (.json) or text (.txt) file formats

-L [ --language ] arg target language "verilog" or "vhdl"; it is required if directives information is
provided through YAML or JSON directive file. It is optional if it is through
text file.


https://ipencrypter.com/downloads/hdl-ip-encrypter-tools/
https://ipencrypter.com/

1. Process of creating encrypted IP using annotated IP

1. Create IP in plain text
2. Add protect directives around the code to encrypt
3. Run ipecrypt application to generate encrypted IP

1.1 Create IP in plain text

Here is an example of a simple counter implemented in Verilog (counter p.v):

//************************************

// Eight-bit Counter

// ipencrypter.com
//************************************

module counter (out,clk,enable,reset);
output [7:0] out;
input clk, enable, reset;
reg [7:0] out;

always @( posedge clk )
begin
if ( reset )
out <= 8'b0 ;
else if ( enable )
out <= out + 1;
end
endmodule // counter

1.2 Add protect directives
Add protect directives to the section of the IP to encrypt.

For Verilog use ‘pragma protect directive keyword and for VHDL use ‘protect
directive keyword.

The counter with protect directives is (counter 2e.v) below:

//************************************

// Eight-bit Counter

// ipencrypter.com
//************************************

‘pragma protect version=3

‘pragma protect author="IP Encrypter"

‘pragma protect author info="IPEncrypter.com"
‘pragma protect data method="aes256-cbc-hmac-sha512"

‘pragma protect begin commonblock

‘pragma protect license proxyenv="IPE V3 PROXY"

‘pragma protect license certificate
MITIFwzCCA6sCAQEWDQYJK0oZIhvceNAQELBQAWgaMxCzAJBgNVBAYTAIVTMRMWEQYD
VQQIDApDYWxpZm9ybmlhMREwWDWYDVQQHDAhRTYW4gSm9zZTEYMBYGALUECgwPaXB1
bmNyeXBOZXIuY29tMRYWFAYDVQQLDALJUCBQcmI0ZWNOaWIuMRUWEWYDVQQODDAXJ
UCBFbmNyeXB0ZXIxIzAhBgkghkiGIwOBCQEWFGluZm9AaXBlbmNyeXBOZXIuY29t
MB4XDTIwMDQWNJALIMjAWM1 oXDTMwMDQWNDAIMjAwWMl owgaoxCzAJBgNVBAYTALVT
MRMwEQYDVQQIDAPpDYWxpZm9ybml hMREwDWYDVQQOHDAhTYWA4gSm9zZTEYMBYGALUE
CgwPaXBlbmNyeXBOZXIuY29tMRYWFAYDVQQLDA1JUCBQcmO0ZWNOaW9uMRwwGgYD
VQODDBNJUCBFbmNyeXB0ZXIgQ2xpZW50MSMwIQYJKoZIhveNAQKkBFhRpbmZvQGlw
ZW53cnlwdGVyLmNvbTCCALIIwDQYJKoZ IThveNAQEBBQADggIPADCCAgoCggIBALdu
1GzVDVr4F7u+TSqgY¥D404G0Li2mKdpgO2FXufEnidSTdwV1s8sY711yJFO5114TYR
CctKCVpJliFNY6Wu2uQBWEDVnXwR/vcv7yDeHGGGdorHi1JPwpbg6MZ/ fYuNJiytu



U9SzxMTHH3S06gv/f3AicTIXGAL8092vJItDT1im805Tx0Omax41isQvEXteCfcIpGe
tW7Z377Crp6s0KKY98170G/SI1QAsVK1YdGmIaPQeICSnBZJpl/y8G6k30NJIGRIn
W+F5ZtcPh2H2MMr IMOYj60aA2xbVaKyBzCdycnOAgkSGTJI5+ajsLGpDdn88BEEJS]j/Z22pD0IBzTUnNa51yfinCTEXXO
+UOrE66Bgqe3J1iQhRTbVAjvVZ/r/mlMVkabUFaNH9g5VZuU4pul D8 JLAg6SBMXkOrE
Q3+hGPynQc4d5Ns1P6kol1ADBRIBogMyTrjTOg4/YSbo63JMrv1VI+USDS3pomady
cMYK6hkss90i8gfmp8ZmEFJe]j69Li1J1U+ibPY0imoSOM2nzDI5vHM6HMr+Zw6TkP
ncp6Iz3YzKV8P/Pxp+ilakDRRDA57tuABKD1 6bkSoRW40Z2S1nJ2SR30FaF/BvHCE
nCkO/aDDFan/5C3qSFpseDgI34TXZ2eQyAOIEIQGV1rBeQIrdP1nLSkGKmg]j /vp9e
NAkePO9smchle4Eoh8kTFM5B3VtMt4cy60YaOHGUVIZAYORErzxuuuFf+yfbWiWPa
RmB3gq2h9HV4QPtkkAytVkUXfyCGeW1lT£0jY2SBhQHgzOdR/pBbxD1c2AxXXuKnvj9
JK7gv7TJIyHa7dTFOYAWCEfrwAlvetx5gqGHI kiWaiUHXeMKK900R838

‘pragma protect end commonblock

‘pragma protect begin toolblock

‘pragma protect key keyowner = "ipencrypter"
‘pragma protect key keyname = "ipencrypter keyl"
‘pragma protect key method = "rsa"

‘pragma protect key public key
MIICIJjANBgkghkiG9wOBAQEFAAOCAG8AMIICCgKCAgEAZXWR73KUII/a6khzXDvz
7/cgzSMdkGg2xbNgQ/gvmJIVEBUM+Nv1wjJcZmS7cIJwLwAOLVV8EqWcy3Wgc3cceT
EFjl1TZsMswrcGAaPrI51iOEwWAON1VPNEQT8fQJFkPAdJpLB62Q8BaYvUPIKmMAVCKG6
DeCWGKYf0yBGjG411AeYxQ9VuVpIzPS06eZ0xH81EXR1S810y60kzGGOWRbLR29FO
YY2ti7HyWvAHSbtURPZ6PhGMM62PX3xrsO20bGObEOdS2X5BAYIG60AAUY+FP1QD
oRO5Xryfecdvan30mclkxD+G2USeCJ6DI+£fygkQHlqyV7sISTgnEzE+wcW5phCAZ
k47cC7zTtnRILVNINHSS11Jq3pT3s8gf9ohtMI9F72aWhM3DKCNX/D41qULIsYvg
I2C8pr6ILVdE3dadUeq9Z/9aARWGyMIdOpQ7gkieV/YVNSriWAFENLIuVyvI9oEZR
MRNKZF3N+SEALNPXATTi004t9svn3zDZ7WHKx7GT5/IYe6KmUZ38CHOXMUTJIKQQR
zXv+5kKDRVRD1EKtYkkh12zGyUfizo50tUy20XWo8ZfgEtGecoblGapgOvVQ0+usl/
z64cd612/RMkix2B9ETPudMEp8UNHBKz2 zRnEsadUquVu+SUnz fUPkTvilSvo4dHx
aSPWSriewiOVIUYKNQXuOvsCAWEAAQ==

‘pragma protect end toolblock

‘pragma protect begin toolblock

‘pragma protect key keyowner = "ipencrypter"
‘pragma protect key keyname = "ipencrypter key2"
‘pragma protect key method = "rsa"

‘pragma protect key public key
MIIBIJjANBgkghkiG9wOBAQEFAAOCAQ8AMIIBCgKCAQEA2XEDELK+w5BWTBOOLQORB
qyK2hYWRC2z85eEncog6pylisXeoIFCOKEVVCCBm6ou+ebKIgmvN81lhmkKICJIv7pb
mO/LWJEQwyDsOqJYquTDMC+zgmgc7DuGiuYZ8/XmVpiziDtquPVDztXdnFyFZLMg
wEBNa0zOMWTMZjb2L0zU2jqy04vwuESAV4£1Nkl/96KZUp7pZF1X1jjpNY5UoHAL
20YSn35zdebKdNplSKAHZDwmxBE+IZmozwmf 7hMS2rJE1q9UEaN50eIPUnotQ1G6
dDHg7t/5I/XNrtU8WyV21YR4ZnEbpUtgsR150MgFUegGeqpzMlgc5LKBSGIOUdkQ
fwIDAQAB

‘pragma protect control run phase="Simulation"

‘pragma protect control decryption=license string("counter")
‘pragma protect end toolblock

‘pragma protect begin

module counter (out,clk,enable,reset);
output [7:0] out;
input clk, enable, reset;
reg [7:0] out;



always @( posedge clk )
begin
if ( reset )
out <= 8'b0 ;
else if ( enable )
out <= out + 1;
end
endmodule // counter
‘pragma protect end

1.3 Run ipecrypt to generate encrypted IP
The command to encrypt the sample IP is:

ipecrypt --infile counter 2e.v --outfile counter e.v



2. Alternative ways to add protect directives

For convenience, the ipecrypt allows the protect directives through a separate file. In
this case, the whole IP will be encrypted.

21 YAML

The directives can be specified through a YAML file. Information supplied through the
YAML file is language independent. Based on the language option specified with the
command, language specific protect directives are added. The YAML file should have
“.yaml” file extension.

The sample YAML file (directives.yaml) follows:

version: 3
author: IP Encrypter

author info: "IPEncrypter.com"
data method: aes256-cbc-hmac-sha512
commonblock:

license proxyenv: IPE V3 PROXY

license certificate: |-
MITFwzCCA6sCAQEWDQYJKoZIhvcNAQELBQAWgaMxCzAJBgNVBAYTAIVTMRMwEQYD
VOQOIDAPDYWxpZm9ybml hMREwDWYDVQQOHDAhTYW4gSmOzZTEYMBYGALIUECgwPaXB1
bmNyeXBOZXIuY29tMRYWEFAYDVQQLDALJUCBQcmY0ZWNOaWIuMRUWEWYDVQQODDAXJ
UCBFbmNyeXB0ZXIxIzAhBgkghkiGOwOBCQEWFGluZm9AaXBlbmNyeXB0ZXIuY29t
MB4XDTIwMDQWNJALIM)AWM1oXDTMwMDQOWNDAIMjAWMl owgaoxCzAJBgNVBAYTALVT
MRMwEQYDVQQIDApDYWxpZm9ybmlhMREwWDwWYDVQOHDAhTYW4gSm9zZTEYMBYGALUE
CogwPaXBlbmNyeXBOZXIuY29tMRYwWFAYDVQQOLDALJUCBQcmI0ZWNOaWIuMRwwGgYD
VQODDBNJUCBFbmNyeXB0ZXIgQ2xpZW50MSMwIQYJKoZIThvcNAQkBFhRpbmZvQGlw
ZW57cnlwdGVyLmNvbTCCALIwDQYJKoZIhveNAQEBBQADGGIPADCCAgGoCggIBALduU
1GzVDVr4F7u+TSqYD404G0L1i2mKdpgO2FXufEnidSTdwV1ls8sY711yJFO5114TYR
ctKCVpJjliFNY6Wu2uQBWEDVnXwR/vcv7yDeHGGGdorHi1JPwpbg6Mz/fYuNJiytu
U9SzxMTHH3S06gv/£3A1cTIXGAL8092vItDTiim805TxOmax4isQvEXteCEcIpGe
tW72377Crp6s0KKY98170G/SI1QAsvK1YdGmJIaPQeICSnBZJIpl/y8G6k30NJIGRIn
W+EF5ZtcPh2H2MMrIMOYj60aA2xbVaKyBzCdycnOAgkSGTJI5+ajsLGpDdn88BEEJS
G9t7jul/EopS5azYrDLvoHipe9CVHInwl+njwrn4 PAqnPdpfvIGzPfVNh+7r74gR2
PEWLsw/85z090k+gsh3HO3RIUvDfRnzvmLr0fxp3Ljmdxed4rozdyGUbvs3jKEhyz
/t49GtOLTMxXRC61JYJTImUHk2U+201zPUXuvBMM3C4EIc5I+11cLOJTppY4mF90z2
kh++G/QUnHFip2J4GqgPBoDpBFFnLcH1r0JMHZehhSji+L/tpJdcg3nri8+1ZQbs0
FmY1SEru8SWt7+TETyG76H+sfIP5RtB1JILO+wBTpY8e6Pzqy/MpJIT4mak/kDovG
XDagdhSHO2v8VDufiC5WAtMiLKQHWYRvpeDOJtjDAgGMBAAEWDQYJK0oZIThveNAQEL
BQOADggIBAATxIpt1AMh/zpQc2EdZd8g37k14jPbXX1X3mQFTBMWgEMxmpgdywhps
4drGyzZrhcK11t7p2PhruOJRnGfZNfsDKBkY/YuuHyXOkgLCPFtWotDELi/coj391
1fWnN50M/+£fm30WnUQ1lmYDP/WOaKzp87tSHTx]j/Z2pD0IBzTUnNa51yfinCTEXXO
+UOrE66Bge3JiQhRTbVAIvVZ/r/mlMVkabUFaNHIg5VZuU4pulD8JLAg6SBMXkOrE
03+hGPynQc4d5Ns1P6kol1ADBRIBogMyTrjTOg4 /YSbo63JMrv1VI+USDS3pomady
cMYK6hkss90i8gfmp8ZmEFJe]j69L1i1J1U+ibPY0imoSOM2nzDI5vHM6HMr+Zw6TkP
ncp6Iz3YzKV8P/Pxp+ilakDRRDAS57tuABKD1 6bkSoRW40Z2S1nJ2SR30FaF/BvHCE
nCkO/aDDFan/5C3qSFpseDgI34TXZ2eQyAOIE9qGV1rBeQIrdP1nLSkGKmg]j /vp9e
NAkePO9smchle4Eoh8kTFM5B3VtMt4cy60YaOHGUVIzZAYORErzxuuuFf+yfbWiPa
RmB3g2h9HV4QPt kkAytVKUXfyCGeW1T£0jY2SBhQHgzOdR/pBbxD1c2AxXuKnvj 9
JK7gv7TJIyHa7dTFOYAWCfrwAlvetx5qGHIkWaiUHXeMKK900R838

toolblock:

key keyowner: ipencrypter

key keyname: ipencrypter keyl

key method: rsa

key public key: |-
MIICIjANBgkghkiGOwOBAQEFAAOCAGS8AMIICCgKCAGEAZxWRT3KUII/a6khZXDvz
7/cgzSMdkGg2xbNgQ/gvmIVFBUM+Nv1wjJcZmS7cIJwLwAOLVV8EqiWcy3Wgc3cceT
EFjlTZsMswrcGAaPrI51i0EwWAON1VPNEQT8fQJIFkPAJpLB6208BaYvUPIKmMAVCKG
DeCWGKYf0yBGjG411AeYxQ9VuVpIzPS06eZ0xH81EXR1S810y60kzGGOWRbLR29FO
YY2ti7HYyWvAHSbtURPZ6PhGMM62PX3xrs020bGObE0dS52X5BAYIG60AAUY+FP1QD
oR05Xryfecdvan30mclkxD+G2USeCJI6DI+fygkQHlgyV7sISTgnEzE+wcWS5phCAZ
k4ZcC7zItnRILVNINHSS1iJg3pT3s8gf90ohtMIIF72aWhM3DKCNX/D41qULjsYvyg



I12C8pr6ILVdE3dadleq9Z/9aARWGYyMEd0pQ7gkieV/YVNSrWAFtNLIuVyvI9oEZR
MRNKZF3N+SEdALnPXATTi004t9svn3zDZ7TWHKx7GT5/1Ye6KmUZ38CHOXMUTJIKQQR
zXv+5kKDRVRD1EKtYkkh12zGyUfizo50tUy20XWo8ZfgqEtGcoblGgpgOVQ0+usl/
264cd612/RMkix2BIETPUdMEP8UNHBKz2zRnEsadUquVu+SUnz fUPkTvi1Svo4Hx
aSPWSriewiOVIOUYKNQXuOvsCAWEAAQ==
toolblock:

key keyowner: ipencrypter

key keyname: ipeencrypter key2

key method: rsa

key public key: |-
MIIBIJjANBgkghkiGI9wOBAQEFAAOCAQ8AMIIBCgKCAQEA2XEDELK+wW5BWTBOOLORB
gyK2hYWRC2z85eEncogbpylisXeoIFCOKEVVCCBm6ou+ebKIgmvN8 1lhmkKICJIv7pb
mO/LWJIEQwyDsOqJYquTDMC+zgmgc7DuGiuYZ8/XmVpiziDtquPVDztXdnFyFZLMg
wEBNaOzOMWTMZjb2L0zU25qy04vwuESAV4A£1Nk1l/96KZUp7pZF1X1]jpNY5UoHAL
20YSn35zdebKdNpl SKAHZDwmxBE+IZmozwmf 7hMS2rJE1gq9UEaN50eIPUnotQ1G6
dDHg7t/5I/XNrtU8WyV21YR4ZnEbpUtgsR150MgFUegGeqpzM1gc5LKBSGI0UdkQ
fwIDAQAB

control:
- run_phase: Simulation
- decryption: license string("counter")

The command to encrypt the sample IP using external directive YAML file is:

ipecrypt --infile counter p.v --outfile counter e.v --directive directives.yaml -language verilog

2.2 JSON

The directives can be specified through a JSON file. Information supplied through the
JSON file is language independent. Based on the language option specified with the
command, language specific protect directives are added. The JSON file should have
“. json” file extension.

The sample JSON file (directives.json) follows:
{

"version": 3,

"author": "IP Encrypter",

"author_ info": "IPEncrypter.com",

"data method": "aes256-cbc-hmac-shab512",
"commonblock": {

"license proxyenv":"IPE V3 PROXY",

"license certificate": [
"MITIFwzCCA6sCAQEWDQYJK0oZIhvcNAQELBOAWgaMxCzAJBgNVBAYTAIVTMRMWEQYD",
"VQQIDApDYWxpZm9ybml hMREwDWYDVQQOHDAhTYW4gSm9zZTEYMBYGALUECgwPaXB1",
"bmNyeXB0ZXIuY29tMRYWFAYDVQQLDAIJUCBQOcm90ZWNOaWIuMRUWEWYDVQQDDAXJ",
"UCBFbmNyeXB0ZXIxIzAhBgkghkiG9wOBCQEWFGluZm9AaXBlbmNyeXB0ZXIuY29t",
"MB4XDTIwMDQWNFAIMjAWM1 oXDTMwMDQWNDA1MjAwWMlowgaoxCzAJBgNVBAYTALIVT",
"MRMwEQYDVQQIDApDYWxpZm9ybmlhMREwWDWYDVQQHDAhRTYW4gSm9zZTEYMBYGALUE",
"CgwPaXBlbmNyeXBOZXIuY2 9tMRYwFAYDVQQLDA1JUCBQcm90ZWNOaW9uMRwwGgYD",
"VQODDBNJUCBEFbmNyeXB0ZXIgQ2xpZW50MSMwIQYJKoZ IhveNAQkBFhRpbmZvQGlw",
"ZW59cnlwdGVyLmNvbTCCAL IwDQY JKoZ IhveNAQEBBQADgGIPADCCAGoCggIBALAU",
"iGzVDVr4F7u+TSqY¥D404G0L1i2mKdpgO2FXufEnidSTdwV1ls8sY711yJFO5114TYR",
"CtKCVpjliFNY6Wu2uQBWEDVnXwR/vcv7yDeHGGGdorHi1JPwpbg6Mz/fYuNJiytu",
"U9SzxMTHH3S06gv/£3A1cTIXGALB092vItDT1im805TxOmax41sQvEXteCfcIpGe",
"tW7Z377Crp6s0KKY98170G/SI1QAsvK1YdGmIaPQeICSnBZzJpl/y8G6k30NJIGRIn",
"W+EF5ZtcPh2H2MMrIMOYJj60aA2xbVaKyBzCdycnOAqkSGTJI5+ajsLGpDdn88BEEJS",
"G9t7jul/EopS5azYrDLvoHipe9CVHjnwl+njwrnd PAqnPdpfv9GzPfVNh+7r74gR2",
"PEWLsw/8Sz090k+gsh3HO3RIUvDfRnzvmLr0fxp3LjmdxedrozdyGUbvs3jKEhyz",
"/t49GtOL7MxRC61JYJImUHk2U+201izPUXuvBMM3C4EIc5I+11cLOJTppY4mF90z2",
"kh++G/QUnHFip2J4GqgPBoDpBFFnLcHl1r0JMHZehhSji+L/tpdcg3nri8+izQbs0O",
"FmY1SEru8SWt7+TETyG76H+sfIPSRtB1JLO+wBTpY8e6jPzqy/MpJT4mak/kDovG",
"XDagdhSHO2v8VDufiC5WAtMiLKQHWYRvpeD0JtjDAgGMBAAEWDQYJKoZ ThvecNAQEL",



"BOADggIBAATxIpt1AMh/zpQc2EdZd8g37k14jPbXX1X3mQFTBMWgEmxmpgdywhps",
"4drGyzZrhcK11t7p2PhruOJRnNGEZNfsDKBkY/YuuHyXOkgLCPFtWotDEi/coj391",
"1fWnN50oM/+£fm30oWnUQlmYDP/WOaKzp87tSHTxj/Z2pD0IBzTUnNa51yfinCTEXXO",
"+UOrE66Bgqe3JiQhRTbVAIvZ/r/m1MVkabUFaNHIg5VZuU4pulD8JLAg6SBMXkOrE",
"Q03+hGPynQc4d5Ns1P6kolADBRjBogMyTrjTOg4/YSbo6jIMrv1VI+USDS3pomady",
"cMYK6hkss90i8gfmp8ZmFJe]j69L1i1J1U+1ibPY0imoSOM2nzDI5vHM6HMr+Zw6TkP",
"ncp6Iz3YzKV8P/Pxp+ilakDRRDAS7tuABKD16bkSoRW40ZS1nJ2SR30FaF/BvHCE",
"nCkO/aDDFan/5C3qSFpseDgIl34TXZeQyAOIE9qGv1rBeQIrdP1nLSkGKmgj/vpe",
"NAkePO9smchle4Eoh8kTFMbOB3VtMt4cy60YaOHGUVIZAYORErzxuuuFf+yfbWwpa",
"RmB3q2h9HV4QPt kkAytVKkUXfyCGeW1Tf03Y2SBhQHgzOdR/pBbxD1c2AxXuknvio",
"JK7gv7TJIyHa7dTFOYAWCfrwAlvetx5qGHI kWaiUHXeMKK900oR838"

}l

"toolblock": [
{
"key keyowner" : "ipencrypter",
"key keyname" : "ipencrypter keyl",
"key method" : "rsa",

"key public key" : [
"MIICIJjANBgkghkiG9wOBAQEFAAOCAG8AMIICCGKCAGEAZxXxWR73KUII/a6khzXDvz",
"7/cgzSMdkGg2xbNgQ/gvmIVFBuUM+NvlwjJcZmS7cIJwLwAOLVV8EqWcy3Wgc3cceT",
"EFj1TZsMswrcGAaPrI51iOEwWAON1VPNEQT8fQJFkPdIpLB620Q8BaYvUPIKmMAVCKE",
"DeCWGKYf0yBGjG411AeYxQIVuVpIzPS06eZ0xH81EXR1S810y60kzGGOWRDR29FO",
"YY2ti7THYWVAHSPtURPZ6PhGMM62PX3xrs020bGObEOdS52X5BAYIG60AAUY+EFPLIQD",
"oR05Xryfecdvan30mclkxD+G2USeCJIJ6DI+fygkQHl1qyV7sISTgnEzE+wcW5phCAZ",
"k4ZcCT7zItnRILVNINHSS11Jg3pT3s8gf9ohtMI9F72aWhM3DKCNX/D41qULjsYvg",
"I2C8pr6ILVdE3dadUeq9Z/9aARWGYyMfd0pQ7gkieV/YVNSrWAFtNLIuVyvI9oEZR",
"mMRNKZF3N+SEdALnPXATTi004t9svn3zDZ7WHKx7GT5/IYe6KmUZ38CHOXMUTJIKQQR",
"zXv+5kKDRVRD1EKtYkkh12zGyUfizo50tUy20XWo8ZfgEtGcoblGgpgOvVQO+usl /",
"z64cd612/RMkix2BIETPudMEp8UNHBKz2zRnEsadUquVu+SUnzfUPkTvi1lSvo4Hx",
"aSPWSriewiOVIUYKNQXuOvsCAWEAAQ==""

"key keyowner" : "ipencrypter",
"key keyname" : "ipencrypter key2",
"key method" : "rsa",

"key public key" : [
"MIIBIjANBgkghkiGO9wOBAQEFAAOCAQ8AMI IBCgKCAQEA2XELEPK+w5BWTBOOLORB",
"gyK2hYWRC2z85eEncogbpyIlisXeoIFCOKEfVVCCBm6ou+ebKIgmvN8lhmkKICJIv7pb",
"mO/LWJIEQwyDsOqJYquTDMC+zgmgc7DuGiuYZ8/XmVpiziDtquPVDztXdnFyFZLMg",
"wEBNa0zOMWTMZjb2L0zU27qy04vwuESAV4A£1Nkl /96KZUp7pZF1X13jpNYSUOHAL",
"20YSn35zdebKdNpl SKAHZDwmxBE+IZmozwmf 7hMS2rJE1gq9UEaN50eIPUnotQ1lG6",
"dDHg7t/5I/XNrtU8WyV21YR4ZnEbpUtgsR150MgFUegGegpzMlgc5LKBSGIOUdkQ",

"fwIDAQAR"
] 4
"control" : [
{"run_phase" : "Simulation"},
{"decryption" : "license string(\"counter\")"}

The command to encrypt the sample IP using external directive JSON file is:

ipecrypt --infile counter p.v --outfile counter e.v --directive directives.json -language verilog



2.3 Plain text

The directives can be specified through a text file. The text file should have “.txt” file
extension.

For VHDL, use ‘protect directive instead of "‘pragma protect. For convenience,
the tool can convert directives from Verilog to VHDL and vice-versa if the language
option is specified with the command.

The sample directive file (directives.txt) follows:

‘pragma protect version=3

"pragma protect author="IP Encrypter"

‘pragma protect author info="IPEncrypter.com"
‘pragma protect data method="aes256-cbc-hmac-sha512"

‘pragma protect begin commonblock

‘pragma protect license proxyenv="IPE V3 PROXY"

‘pragma protect license certificate
MITIFwzCCA6sCAQEWDQYJK0oZIhveNAQELBOQAWgaMxCzAJBgNVBAYTALIVTMRMwWEQYD
VOQOIDAPDYWxpZm9ybml hMREwDWYDVQQOHDAhTYW4gSmOzZTEYMBYGALIUECgwPaXB1
bmNyeXBOZXIuY29tMRYwWFAYDVQQLDA1JUCBQcm90ZWNOaWIuMRUWEwWYDVQQDDAxXJ
UCBFbmNyeXB0ZXIxIzAhBgkghkiGIwOBCQEWFGluZm9AaXBlbmNyeXB0OZXIuY29t
MB4XDTIWMDQWNJAIMJAWMLoXDTMwMDQOWNDAIM]AwWMl owgaoxCzAJBgNVBAYTALVT
MRMwEQYDVQQIDApDYWxpZm9ybmlhMREwWDwYDVQOHDAhTYW4gSm9zZTEYMBYGALUE
CgwPaXBlbmNyeXBOZXIuY29tMRYWFAYDVQQLDA1JUCBQcmY0ZWNOaWSuMRwwGgYD
VOODDBNJUCBEFbmNyeXBOZXIgQ2xpZW50MSMwIQYJKoZ IhveNAQkBFhRpbmZvQGlw
ZW53jcnlwdGVyLmNvbTCCAL IwDQYJKoZIhveNAQEBBQADggIPADCCAgoCggIBALdu
1GzVDVr4F7u+TSqYD404G0L1i2mKdpgO2FXufEnidSTdwV1ls8sY711yJFO5114TYR
ctKCVpJjliFNY6Wu2uQBWEDVnXwR/vcv7yDeHGGGdorHi1JPwpbg6Mz/fYuNJiytu
U9SzxMTHH3S06gv/£3A1cTIXGAL8092vJItDT1im805Tx0Omax4isQvEXteCfcIpGe
tW72Z377Crp6s0KKY98170G/SI1QAsvK1YdGmJIaPQeICSnBZIpl/y8G6k30NJIGRIn
W+EF5ZtcPh2H2MMrIMOYj60aA2xbVaKyBzCdycnOAgkSGTJI5+ajsLGpDdn88BEEJS
G9t7jul/Eop5azYrDLvoHipe9CVHinwl+njwrnd4PAqnPdpfv9IGzPfVNh+7r74gR2
PEWLsw/85z090k+gsh3HO3RIUvDfRnzvmLr0fxp3Ljmdxed4rozdyGUbvs3jKEhyz
/t49GtOLTMxXRC61JYJTImUHk2U+201zPUXuvBMM3C4EIc5I+11cLOJTppY4mF90z2
kh++G/QUnHFip2J4GqgPBoDpBFFnLcH1r0JMHZehhSji+L/tpdcq3nri8+1zQbs0O
FmY1SEru8SWt7+TETyG76H+sfIPSRtB1JLO+wBTpY8e6jPzqy/MpJT4mak/kDovG
XDagdhSHO2v8VDufiC5WAtM1LKQHWYRvpeDOJt jDAgGMBAAEWDQYJK0oZIThvceNAQEL
BQOADggIBAATxIpt1AMh/zpQc2EdZd8g37k14jPbXX1X3mQFTBMWgEMxmpgdywhps
4drGyzZrhcK11t7p2PhruOJRnGfZNfsDKBkY/YuuHyXOkgLCPFtWotDELi/coj391
1fWnN50M/+£fm30WnUQ1lmYDP/WOaKzp87tSHTx]j/Z2pD0IBzTUnNa51yfinCTEXXO
+UOrE66Bge3JiQhRTbVAjvZ/r/mlMVkabUFaNHIg5VZuU4pul D8JLAg6SBMXkOrE
03+hGPynQc4d5Ns1P6kolADBRIBogMyTrjTOg4/YSbo63JMrv1VI+USDS3pomady
cMYK6hkss90i8gfmp8ZmEFJe]j69L1i1J1U+ibPY0imoSOM2nzDI5vHM6HMr+Zw6TkP
ncp6Iz3YzKV8P/Pxp+ilakDRRDAS57tuABKD1 6bkSoRW40Z2S1nJ2SR30FaF/BvHCE
nCkO/aDDFan/5C3qSFpseDgI34TXZ2eQyAOIEIqGV1rBeQIrdP1nLSkGKmg]j /vp9e
NAkePO9smchle4Eoh8kTFM5B3VtMt4cy60YaOHGUVIzZAYORErzxuuuFf+yfbWiPa
RmB3g2h9HV4QPtkkAytVkUXEfyCGeWlT£0]jY2SBhQHgzOdR/pBbxD1c2AxXuKnvj9
JK7gv7TJIyHa7dTFOYAWCEfrwAlvetx5gqGHIkWaiUHXeMKK900R838

‘pragma protect end commonblock

‘pragma protect begin toolblock

‘pragma protect key keyowner = "ipencrypter"
‘pragma protect key keyname = "ipencrypter keyl"
‘pragma protect key method = "rsa"

‘pragma protect key public key
MIICIjANBgkghkiG9wOBAQEFAAOCAG8AMIICCgKCAGEAZxWR73KUII/a6khzXDvz



7/cgzSMdkGg2xbNgQ/gvmIVFBUM+Nv1wjJcZmS7cIJwLwAOLVV8EqiWcy3Wgc3cceT
EFjlTZsMswrcGARaPrI51i0EwAON1VPNEQT8fQJFkPdIpLB62Q8BaYvUPIKMAVCK6E
DeCWGKYf0yBGIG411AeYxQIVuVpIzPSO06eZ0OxH81EXR1S810oy60kzGGOWRbR29FO
YY2ti7HYWvAHSObtURPZ6PhGMM62PX3xrs020bGObE0d52X5BAY9G60AAUY+FP1QD
oR05Xryfecdvan30mclkxD+G2USeCJ6DI+£fygkQHlqyV7sISTgnEzE+wcW5phCAZ
k47cC7zItnRILVNINHSS1iJg3pT3s8gf90ohtMIIF72aWhM3DKCNX/D41qULjsYvyg
I2C8pr6ILVdE3dadUeq9z/9aARWGYMEdOpQ7gkieV/YVNSrWAFtNLIuVyvI9oEZR
MRNKZF3N+SEdALNPXATTi004t9svn3zDZ7WHKX7GT5/IYe6KmUZ38CHOXMUTJIKQQR
zXv+5kKDRVRD1EKtYkkh12zGyUfizo50tUy20XWo8ZfgqEtGcoblGgpgOVQ0+usl/
264cd612/RMkix2BIETPUdMEP8UNHBKz2zRnEsadUquVu+SUnz fUPkTvi1Svo4Hx
aSPWSriewiOVIUYKNQXuOvsCAWEAAQ==

‘pragma protect end toolblock

‘pragma protect begin toolblock

‘pragma protect key keyowner = "ipencrypter"
‘pragma protect key keyname = "ipencrypter key2"
‘pragma protect key method = "rsa"

‘pragma protect key public key
MIIBIJjANBgkghkiGI9wOBAQEFAAOCAQ8AMIIBCgKCAQEA2XEDELK+Ww5BWTBOOLORB
qyK2hYWRC2z85eEncog6pyIlisXeoIFCOKEVVCCBm6ou+ebKIgmvN8lhmkKICJIv7pb
mO/LWJIEQwyDsOqJYquTDMC+zgmgc7DuGiuYZ8/XmVpiziDtquPVDztXdnFyFZLMg
WwEBNa0zOMWTMZjb2L0zU23qy04vwuESAVAf1Nk1 /96KZUpTpZF1X1jjpNY5SUOHAL
20YSn35zdebKdNpl SKAHZDwmxBE+IZmozwmf 7hMS2rJE1gq9UEaN50eIPUnotQ1G6
dDHg7t/5I/XNrtU8WyV21YR4ZnEbpUtgsR150MgFUegGeqpzM1gc5LKBSGI0UdkQ
fwIDAQAB

‘pragma protect control run phase="Simulation"

‘pragma protect control decryption=license string("counter")
‘pragma protect end toolblock

The command to encrypt the sample IP using external directive text file is:

ipecrypt --infile counter p.v --outfile counter e.v --directive directives.txt



